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Ñëó÷àéíûå äâîè÷íûå ïîñëåäîâàòåëüíîñòè è

êðèïòîãðàôèÿ

×òî õîòèì?

Êðèïòîãðàôè÷åñêèå êëþ÷è

"Ñëó÷àéíûå"

"Íåïðåäñêàçóåìûå"
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Êàê óñòðîåí ÔÄÑ×?

Ðèñ.: Ñîñòàâíûå ýëåìåíòû ÔÃÑ×. ÓÐÈÏ - óñòðîéñòâî ðåãèñòðàöèè

èñõîäíîãî ïðîöåññà. ÁÓÑÕ - áëîê óëó÷øåíèÿ ñòàòèñòè÷åñêèõ

õàðàêòåðèñòèê
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Ïðèìåðû èñõîäíîãî ôèçè÷åñêîãî ïðîöåññà

Òåïëîâîé øóì

Ëàâèííûé ïðîáîé p-n ïåðåõîäà

Ëàâèííûé ïðîáîé áàçà-ýìèòòåðíîãî ïåðåõîäà áèïîëÿðíîãî

òðàíçèñòîðà

Íåñòàáèëüíîñòü ôàçû â êîëüöå èíâåðòîðîâ

Âàêóóìíûå ôëóêòóàöèè íà âûõîäå îïòè÷åñêîãî

ñâåòîäåëèòåëÿ

Âðåìÿ ìåæäó ïðè¼ìîì ôîòîíîâ ôîòîäåòåêòîðîì

Íåñòàáèëüíîñòü îïòè÷åñêîãî èçëó÷åíèÿ ëàçåðà

Ðàäèîàêòèâíûé ðàñïàä

Íåñòàáèëüíîñòü íà÷àëüíûõ óñëîâèé íåëèíåéíûõ

äèíàìè÷åñêèõ ñèñòåì
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Ðèñ.: Ñîñòàâíûå ýëåìåíòû ÔÃÑ×. ÓÐÈÏ - óñòðîéñòâî ðåãèñòðàöèè
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Ñïîñîáû ýêñòðàêöèè ñëó÷àéíîñòè èç ôèçè÷åñêîãî

ïðîöåññà

Òðè ñïîñîáà ýêñòðàêöèè

Ñõåìà ìãíîâåííûõ çíà÷åíèé

Ñõåìà èíòåðâàëîâ

Ñõåìà âûáðîñîâ
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ÔÄÑ× Ñõåìà ìãíîâåííûõ çíà÷åíèé Ñõåìà èíòåðâàëîâ Ñõåìà âûáðîñîâ Àíàëèç

Ñõåìà ìãíîâåííûõ çíà÷åíèé

Îïðåäåëåíèå

Ïóñòü Xt , t ∈ R+, � ñëó÷àéíûé ïðîöåññ, à f > 0 � ÷àñòîòà åãî

ðåãèñòðàöèè. Òîãäà ïîñëåäîâàòåëüíîñòü ñëó÷àéíûõ âåëè÷èí

x1 = X 1
f
, x2 = X 2

f
, . . . , xN = XN

f
, . . .

íàçûâàåòñÿ ñûðîé ïîñëåäîâàòåëüíîñòüþ, ïîëó÷åííîé ïî ñõåìå

ìãíîâåííûõ çíà÷åíèé ñ ÷àñòîòîé f ðåãèñòðàöèè ñèãíàëà.
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ÔÄÑ× Ñõåìà ìãíîâåííûõ çíà÷åíèé Ñõåìà èíòåðâàëîâ Ñõåìà âûáðîñîâ Àíàëèç

Ïðèìåð "Äåòåðìèíèðîâàííîãî ïðåîáðàçîâàíèÿ"ïîñëå

ýêñòðàêöèè ñëó÷àéíîñòè

Ïðèìåð

Ïóñòü x1, x2, . . . � ñûðàÿ ïîñëåäîâàòåëüíîñòü, ïîëó÷åííàÿ ïî

ñõåìå ìãíîâåííûõ çíà÷åíèé. Òîãäà âûõîäíàÿ

ïîñëåäîâàòåëüíîñòü z1, z2, . . . ôîðìèðóåòñÿ ïî ñëåäóþùåìó

ïðàâèëó

zi = [xi ] (mod 2).
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Ñõåìà ìãíîâåííûõ çíà÷åíèé

Ðèñ.: Ñõåìîòåõíè÷åñêîå ðåøåíèå ÔÃÑ× èç ðàáîòû Petrie, Craig S and

Connelly, J Alvin "A noise-based IC random number generator for

applications in cryptography".
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Ïðåèìóùåñòâà

Ïðîñòîòà ðåàëèçàöèè

Ïðîñòîòà îïèñàíèÿ ñûðîé ïîñëåäîâàòåëüíîñòè

Íåäîñòàòêè

Ñòàòèñòè÷åñêàÿ çàâèñèìîñòü ìåæäó ÷ëåíàìè ñûðîé
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Íåäîñòàòêè
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Ñõåìà èíòåðâàëîâ

Îïðåäåëåíèå

Ïóñòü Xt , t ∈ R+, � ñëó÷àéíûé ïðîöåññ. Òîãäà

ïîñëåäîâàòåëüíîñòü ñëó÷àéíûõ âåëè÷èí

x1, x2, . . . , xN , . . .

ðàâíûõ èíòåðâàëó âðåìåíè ìåæäó ðåãèñòðàöèÿìè íåêîòîðûõ

ñëó÷àéíûõ ñîáûòèé A1,A2, . . ., ïðåäñòàâëÿåò ñîáîé ñûðóþ

ïîñëåäîâàòåëüíîñòü, ïîëó÷åííóþ ïî ñõåìå èíòåðâàëîâ.
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Ñõåìà èíòåðâàëîâ

Ïðèìåð

Ïóñòü Xt , t ∈ R+, � ñëó÷àéíûé ïðîöåññ. ×åðåç

σ1 = inf {t > 0 : Xt = 0} îáîçíà÷èì ïåðâûé ìîìåíò

âîçâðàùåíèÿ òðàåêòîðèè ïðîöåññà Xt â íîëü, à ÷åðåç

σi = inf {t > σi−1 : Xt = 0}, i > 1, i ∈ N � i-òûé ìîìåíò

âîçâðàùåíèÿ.

Òîãäà ïîñëåäîâàòåëüíîñòü

x1 = σ1, x2 = σ2 − σ1, . . . , xi = σi − σi−1, . . .

ðåäñòàâëÿåò ñîáîé ñûðóþ ïîñëåäîâàòåëüíîñòü, ïîëó÷åííóþ ïî

"ñõåìå èíòåðâàëîâ".
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Ñõåìà èíòåðâàëîâ

Ðèñ.: Ñõåìîòåõíè÷åñêîå ðåøåíèå ÔÃÑ× èç ðàáîòû Killmann, W.,

Schindler, W. "A Design for a Physical RNG with Robust Entropy

Estimators".
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Ðèñ.: Íà ïàðó äèîäîâ ïîäàåòñÿ îáðàòíîå íàïðÿæåíèå, è èçìåðÿåòñÿ

ðàçíîñòü íàïðÿæåíèé íà èõ âûõîäàõ. Çà ñ÷åò ëàâèííîãî ïðîáîÿ p-n

ïåðåõîäà â ñëó÷àéíûé ìîìåíò âðåìåíè íàïðÿæåíèå íà îäíîì èç

äèîäîâ ïàäàåò äî íóëÿ. Ñûðàÿ ïîñëåäîâàòåëüíîñòü � äëèòåëüíîñòü

èíòåðâàëà âðåìåíè â êîòîðûå ðàçíîñòü íàïðÿæåíèé íà âûõîäàõ

äèîäîâ áîëüøå íóëÿ.
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Ïðåèìóùåñòâà

Ìîæíî "óäà÷íî"ïîäîáðàòü ñëó÷àéíûå ñîáûòèÿ

Íåäîñòàòêè

Âðåìÿ ôîðìèðîâàíèÿ î÷åðåäíîãî ýëåìåíòà ñûðîé

ïîñëåäîâàòåëüíîñòè íå äåòåðìèíèðîâàíî è ÿâëÿåòñÿ

ñëó÷àéíîé âåëè÷èíîé
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Îïðåäåëåíèå

Ïóñòü Xt , t ∈ R+, � ñëó÷àéíûé ïðîöåññ. Òîãäà

ïîñëåäîâàòåëüíîñòü ñëó÷àéíûõ âåëè÷èí

x1, x2, . . . , xN , . . .

ðàâíûõ êîëè÷åñòâó ñëó÷àéíûõ ñîáûòèé A1,A2, . . .,

ïðîèçîøåäøèõ çà ôèêñèðîâàííûé èíòåðâàë âðåìåíè,

ïðåäñòàâëÿåò ñîáîé ñûðóþ ïîñëåäîâàòåëüíîñòü, ïîëó÷åííóþ ïî

ñõåìå âûáðîñîâ.
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ÔÄÑ× Ñõåìà ìãíîâåííûõ çíà÷åíèé Ñõåìà èíòåðâàëîâ Ñõåìà âûáðîñîâ Àíàëèç

Ñõåìà âûáðîñîâ

Ïðèìåð

Ïóñòü Xt , t ∈ R+, � ñëó÷àéíûé ïðîöåññ è ω1, ω2, . . .

ïîñëåäîâàòåëüíîñòü èíòåðâàëîâ, íà êîòîðûõ Xt ≥ r , ãäå r > 0.

Òîãäà ïîñëåäîâàòåëüíîñòü

xi = # {ωj ∈ [(i − 1)T ; iT ]} ,

ãäå T > 0, ïðåäñòàâëÿåò ñîáîé ñûðóþ ïîñëåäîâàòåëüíîñòü,

ïîëó÷åííóþ ïî "ñõåìå âûáðîñîâ".
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ÔÄÑ× Ñõåìà ìãíîâåííûõ çíà÷åíèé Ñõåìà èíòåðâàëîâ Ñõåìà âûáðîñîâ Àíàëèç

Ñõåìà âûáðîñîâ

Ðèñ.: Íàïðÿæåíèå íà âûõîäàõ äèîäîâ è ðàçíîñòü íàïðÿæåíèé â

ÔÃÑ× èç ðàáîòû Guerrer, G. "RAVA: An Open Hardware True Random

Number Generator Based on Avalanche Noise".

Òåîðåòèêî-âåðîÿòíîñòíûå ìîäåëè ÔÃÑ×



ÔÄÑ× Ñõåìà ìãíîâåííûõ çíà÷åíèé Ñõåìà èíòåðâàëîâ Ñõåìà âûáðîñîâ Àíàëèç

Ñõåìà âûáðîñîâ

Ðèñ.: Íà ïàðó äèîäîâ ïîäàåòñÿ îáðàòíîå íàïðÿæåíèå è èçìåðÿåòñÿ

ðàçíîñòü íàïðÿæåíèé íà èõ âûõîäàõ. Äàëåå ïîäñ÷èòûâàåòñÿ

êîëè÷åñòâî ïåðåõîäîâ ÷åðåç íîëü çíà÷åíèé ðàçíîñòè íàïðÿæåíèé çà

ôèêñèðîâàííûé èíòåðâàë âðåìåíè T > 0. Ïîëó÷åííûå çíà÷åíèÿ

îáðàçóþò ñûðóþ ïîñëåäîâàòåëüíîñòü.
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Ñõåìà âûáðîñîâ

Ïðåèìóùåñòâà

Ôèêñèðîâàííîå âðåìÿ ãåíåðàöèè î÷åðåäíîãî ýëåìåíòà

Íåäîñòàòêè

Ñðàâíèòåëüíîå ñëîæíîå òåîðåòèêî-âåðîÿòíîñòíîå

îáîñíîâàíèå
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Ñõåìà âûáðîñîâ

Ïðåèìóùåñòâà

Ôèêñèðîâàííîå âðåìÿ ãåíåðàöèè î÷åðåäíîãî ýëåìåíòà

Íåäîñòàòêè

Ñðàâíèòåëüíîå ñëîæíîå òåîðåòèêî-âåðîÿòíîñòíîå

îáîñíîâàíèå
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ÁÓÑÕ

Ïðèìåðû ÁÓÑÕ

Àëãîðèòì ôîí Íåéìàíà

Àëãîðèòì Áàáêèíà (Ýëàéåñà)

Ñëîæåíèå ïî ìîäóëþ

Âîïðîñ

Ïðèìåíèìû ëè îíè?
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ÔÄÑ× Ñõåìà ìãíîâåííûõ çíà÷åíèé Ñõåìà èíòåðâàëîâ Ñõåìà âûáðîñîâ Àíàëèç

ÁÓÑÕ

Ïðèìåðû ÁÓÑÕ

Àëãîðèòì ôîí Íåéìàíà

Àëãîðèòì Áàáêèíà (Ýëàéåñà)

Ñëîæåíèå ïî ìîäóëþ

Âîïðîñ

Ïðèìåíèìû ëè îíè?

Òåîðåòèêî-âåðîÿòíîñòíûå ìîäåëè ÔÃÑ×



ÔÄÑ× Ñõåìà ìãíîâåííûõ çíà÷åíèé Ñõåìà èíòåðâàëîâ Ñõåìà âûáðîñîâ Àíàëèç

×òî íóæíî ó÷èòûâàòü ïðè àíàëèçå?

Îãðàíè÷åííîñòüþ òî÷íîñòè ýëåêòðîííûõ êîìïîíåíò ÔÃÑ×

Çàâèñèìîñòüþ õàðàêòåðèñòèê ÔÃÑ× îò âíåøíèõ ôàêòîðîâ

(òåìïåðàòóðû, âëàæíîñòè, äàâëåíèÿ è ò. ä.)

Àíàëèç ñîâìåñòíîãî ðàñïðåäåëåíèÿ ñëó÷àéíûõ âåëè÷èí

z1, z2, . . .

Òåîðåòèêî-âåðîÿòíîñòíûå ìîäåëè ÔÃÑ×



ÔÄÑ× Ñõåìà ìãíîâåííûõ çíà÷åíèé Ñõåìà èíòåðâàëîâ Ñõåìà âûáðîñîâ Àíàëèç

Èäåàëà íå äîñòè÷ü...

... íî ýòî è íå ñòðàøíî!

Àðáåêîâ, È.Ì. "Íèæíèå îöåíêè äëÿ ïðàêòè÷åñêîé

ñåêðåòíîñòè êëþ÷à"

Ëîãà÷åâ À. Ñ., Ìèðîíêèí Â. Î. "Î âëèÿíèè âåðîÿòíîñòíûõ

õàðàêòåðèñòèê äèñêðåòíûõ èñòî÷íèêîâ, ôîðìèðóþùèõ

êðèïòîãðàôè÷åñêèå êëþ÷è, íà ïðàêòè÷åñêóþ ñåêðåòíîñòü

êëþ÷à"

Òåîðåòèêî-âåðîÿòíîñòíûå ìîäåëè ÔÃÑ×
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