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▪🌦 Climate and disaster resilience — Joint forecasting and early-warning models. 
▪🏥 Cross-border health research — Collaborative models with patient records 

held locally. 
▪🗣 Multilingual AI — Models for regional languages. 
▪⚡ Smart grids and energy — Demand forecasting, renewables, and fault 

detection. 
▪🔬 Scientific foundation models — Joint research in materials, chemistry, 

agriculture, and biodiversity.
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Applications
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▪🔐 Privacy and security research — Secure aggregation, encryption, and training. 
▪🖥 Interoperable HPC network — Supercomputers for federated experiments. 
▪🎓 Benchmarks, training, and mobility — Shared evaluations, exchanges, and 

summer schools. 
▪📋 Governance and standards — Common documentation, provenance, and 

audit trails. 
▪🤝 Joint funding and infrastructure — Multinational calls and shared pilot projects.
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Building the Collaboration
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▪Federated Learning is more than Distributed Learning and mightn’t be parallel  
▪Big Data: Privacy, Bandwidth, Latency, Cost, Feasibility, … 
▪Cross-devise Federated Learning  
▪Cross-silo Federated Learning 
▪Receives a model and gives data aggregated  
▪Federate Analytics is local analyses of raw data
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Federated Learning 

Clients

Server
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▪Deceptive client 
▪Recovering data from the gradients  
▪De-anonymization 
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Attack



Prof. Dr.-Ing. Fábio Borges de Oliveira

▪Aggregation 
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Solution 

Homomorphic Encryption

DC-Nets

Secure Multi-Party Computing
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DC-Nets (Dining cryptographers problem)
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Fig. 3.2 Key exchange of fully connected SDC-Nets. (a) With three meters. (b) With ten meters

In the set-up phase, a set M of meters agrees on a secure hash function s.t. it
behaves as a one-way function and has collision resistance. They send a symmetric
key to each other, i.e., ki!o. Figure 3.2 depicts the key exchange between meters in
SDC-Nets. Without loss of generality, Fig. 3.2a depicts the key exchange of three
meters, and Fig. 3.2b depicts the case for ten meters, where we can see that the
process is not well scalable.

Thereafter, they can encrypt computing

Mi;j
def.D Enc

!
mi;j
" letD mi;j C

X

o2M!fig
.!1/o<i H . ki!o jj j / ; (3.5)

where jj denotes string concatenation and H is the hash function.
The aggregation happens together with the description, namely,

cj
def.D Dec

!
fMi;jji 2Mg

" letD
Q{X

iD1
Mi;j: (3.6)

Algorithm 2 describes the procedures to this protocol—LOP for integers with 32
bits—while Fig. 3.3 depicts the communication network with three meters, without
loss of generality.

Note that Eq. (3.5) can be seen as

Mi;j
def.D Enc

!
mi;j
"
D mi;j C

X

o2M!fig
H .ki;o jj j/ ! H .ko;i jj j/ : (3.7)

Equation (3.7) can be easily related to Fig. 3.3 and Algorithm 2.
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DC-Nets (Dining cryptographers problem)
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Homomorphism
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Operator ⊕ Operator ⊠

a

b

f(a)

f(b)

f(b ⊕ b) = f(a) ⊠ f(b)

f(x)
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Homomorphism 
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rm1 × rm2 = rm1+m2

me
1 × me

2 = (m1 × m2)e
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Functional Completeness
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NAND(a, b) = a × b + 1 mod 2
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Homomorphic Encryption in a Client-Server Scenario
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SINAPAD Brazil’s shared national capacity
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• 12 nodes in the renewed network. 
• 5 designations completed: LNCC, UFRN, UNICAMP, 

UFG, and UFRGS. 
• 7 designations underway: UFRJ, UFMG, UFAM, 

UFPI, UFES, INPA, and INPE. 
• Presence across all five Brazilian regions. 
• A combination of national, regional and thematic 

capabilities.

9
historical centers
The 2025 governance framework adds 
CENAPAD-IA centers and opens 
SINAPAD to new qualified members.

Current governance

MCTI coordinates • LNCC runs the 
Executive Secretariat • RNP sits on the 
Governing Council
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Santos Dumont
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The hybrid architecture supports simulation, data-intensive science and AI on one national platform. 
Top 1 Academic HPC in Top500 in LA (2024, 89), …, (2026, 141) 
Top 1 Green500 in LA 
LNCC has 15/17 United Nations Sustainable Development Goals in Scopus 

20
PFLOP/s installed +

4 PB
parallel storage

3
accelerator families
NVIDIA H100 • NVIDIA GH200 • AMD MI300A
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Model 
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Chapter 4. Rede Neural Artificial 64

deve-se cobrar do hospital por seus serviços prestados. Para fins de avaliação, aplicou-se
as ANN treinadas a dados criptografados.

Hospital

E(m, pk)

D(f 0
(E), sk)

Cloud

m

f(m)

E

f 0
(E)

Figure 25 – Scenario Article (GILAD-BACHRACH et al., 2016).

O modelo em (GILAD-BACHRACH et al., 2016), pode se estender a problemas
financeiros ou outros tipos de dados confidenciais. Necessitando, dos requisitos legais e
éticos. As Cryptonets, tornam-se ineficazes para ANN mais profundas que necessitam
preservar a privacidade dos dados. No trabalho (CHABANNE et al., 2017), foi aplicada
uma rede neural com 6 camadas não-lineares em um banco de dados, e competiu com a
precisão das melhores versões não seguras, melhorando significativamente as Criptonet’s.

Em (CHABANNE et al., 2017) projetaram e avaliaram a primeira classificação
de preservação de privacidade para redes neurais com profundidade maior que 2, com
o objetivo é obter uma construção com FHE, mantendo a Accuracy em alto nível, e
a profundidade multiplicativa da ANN deverá ser mantida razoavelmente baixa. Para
resolver esse problema, a literatura sugere a substituição da função de ativação por um
polinômio não-linear de baixo grau tanto na fase de aprendizado quanto na de classificação.
Mantiveram uma ANN profunda clássica (com a função de ativação ReLU) para a fase de
treinamento.

Posteriormente, apenas fizeram as modificações na ANN quando, é usada para
classificação. Como em (GILAD-BACHRACH et al., 2016), a primeira modificação consiste
em aproximar a ReLU por um polinômio de baixo grau. Porém, esta modificação se aplicada
exclusivamente, não funcionará, porque a aproximação polinomial da função ReLU só é
boa em uma distribuição restrita, enquanto a função de ativação aplica-se em entradas
com distribuições instáveis. Objetivos do trabalho (CHABANNE et al., 2017), manter a
privacidade com FHE, a eficiência (a solução tem uma profundidade multiplicativa baixa
de 6) acurácia (o desempenho de reconhecimento com e sem privacidade é próximo). Por
último, a abordagem é escalável e pode ser aplicada a ANN com um número importante
de camadas não-lineares, sem diminuir muito o desempenho de precisão (o que não era o
caso com Cryptonets em (GILAD-BACHRACH et al., 2016)).
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▪Bootstrapping decrypts and encrypts to control the error. 
▪Relinearization evaluates the multiplication with the private key. 

▪  

▪  

▪  

▪  

▪

ℛq = ℤq[X]/(XN + 1)
Enc(μ, p) = C = (c0, c1) = (μ,0) + p = (b + μ, a) ∈ ℛ2

q

Dec(C, s) = c0 + c1 ⋅ s = μ + e
C1 + C2
C1 × C2
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Homomorphic Encryption 

28 3 A Selective Review

provide only the consolidated consumption cj, while Sect. 3.2.3 presents a protocol
that provides only bill b$i with verification. However, there are also protocols in the
literature that provide both cj and b$i [2]. Moreover, there are protocols that fulfill
the requirements in Sect. 4.2, e.g., [4, 5, 7].

This section only addresses the cryptographic protocols for anonymization used
to improve the state of the art. Many other cryptographic schemes can be used
to create anonymization, e.g., Shamir Secret Sharing [27] can be used to provide
anonymity in smart grid scenarios [24].

3.2.1 Protocols Based on Homomorphic Encryption

An AHEP is a cryptographic algorithm based on a function with the property

Q{Y

iD1
Enc

!
mi;j
"
D Enc

 Q{X

iD1
mi;j

!
:

If the PPP requires only this property, it can use any AHEP. This is the case for
[14, 17, 26]. Due to performance reasons, they chose the Paillier cryptosystem [22],
which is used in many protocols for smart grid scenarios [2]. His encryption function
Enc

!
mi;j
"
of the measurement mi;j is given by

Enc W Zn ! Z!n ! Zn2

Enc.mi;j; ri;j/ 7! gmi;j " rni;j mod n2;
(3.2)

where n is the product of two safe primes p and q, and g and ri;j are random numbers
chosen by the supplier and meter, respectively. To ensure bijectivity, the n should
divide the order of g 2 Z!n2 .

Paillier is an AHEP over Zn with the product of the encrypted measurements over
Zn2 . For example, the consolidated consumption is given by

Cj D Enc
!
m1;j; r1;j

"
" " "Enc

!
m Q{ ;j; r Q{ ;j

"
D
Q{Y

iD1
Enc

!
mi;j; ri;j

"

D gm1;j rn1;j " " " gm Q{ ;j " rnQ{ ;j mod n2

D g
P Q{

iD1 mi;j

Q{Y

iD1
rni;j mod n2

D Enc

 Q{X

iD1
mi;j; ri;j;

Q{Y

iD1
ri;j

!
:

(3.3)
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Algorithm 1: Paillier
1 ProcedureEncryption

Input: measurements mi;j.
Output: encrypted measurementsMi;j.

2 for i 1 to Q{ do
3 Mi;j Enc

!
mi;j
"
// v.s. Eq. (3.2)

4 Procedure Aggregation
Input: encrypted measurementsMi;j.
Output: encrypted consolidated consumption Cj.

5 Cj 1
6 for i 1 to Q{ do
7 Cj Cj !Mi;j // v.s. Eq. (3.3)

8 Procedure Decryption
Input: encrypted consolidated consumption Cj.
Output: consolidated consumption cj.

9 cj Dec
!
Cj
"
// v.s. Eq. (3.4)

The public key is given by fn; gg and the private key is given by d D L.g!

mod n2/"1 defined by Carmichael’s function ! D !.n/ D lcm .p ! 1; q ! 1/, where
lcm is the function that returns the least common multiple. His decryption function
Dec is given by

Dec W Zn2 ! Zn

Dec.Cj/ 7! L.C!j mod n2/ " d mod n;
(3.4)

where L.u/ D .u ! 1/=n.
Probabilistic encryption is one requirement for AHEPs, because the encryption

function of measurements with the same value should return different encrypted
measurements. Therefore, the decryption function does not depend on the random
numbers, and therefore, we can write

Dec

 Q{Y

iD1
Enc

!
mi;j
"

mod n2
!
D

Q{X

iD1
mi;j mod n

without the random number. Algorithm 1 describes the procedures in the Paillier
cryptosystem.

Since the supplier has the private key, it can decrypt a single measurement. Thus,
it should receive only the encrypted consolidated consumption. Hence, schemes
based on AHEPs need a trusted aggregator, which might be a trusted third party
(TTP) or operations between the meters and their supplier, i.e., a virtual aggregator.
Figure 3.1 depicts a communication model for schemes based on AHEPs.
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Bootstrapping
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Chapter 3. Fully Homomorphic Encryption 29

- Server

D(E, sk)

E(m, pk)

m

E

Bob

m = (m1 ⌦m2 ⌦ · · ·⌦mk)

E = (E1 ⌦ E2 ⌦ · · ·⌦ Ek)

Figure 8 – FHE Bootstrapping scheme.

3.2.1 Integers

In this subsection, we will transform a symmetric SWHE scheme into an asymmetric
FHE scheme over integers1, using the Bootstrapping technique, see (CORON; NACCACHE;
TIBOUCHI, 2012; DIJK et al., 2010). For this, we will make calculations on the encrypted
data without deciphering it, thus dealing with the propagation of noise.

KeyGen: let ⁄ be a security parameter (setting the bit length of the generated
keys), q and p œ [2÷≠1, 2÷) (÷ is the length in bits of the secret key p) random prime
numbers. We consider 0 Æ i Æ · (· the number of x

Õ
i
s in the public key), so xi = qi · p + 2ri

generates a list of multiples, where ri is chosen in interval [2÷≠1, 2÷), we define r as the
noise. Rearrange the x

Õ
i
s so that x0 is the largest. Restart the process unless x0 is odd

and [x0]p is even. Therefore, we obtain the respective keys of this scheme: public key
(x0, . . . , x· ) and secret key p.

Encrypt: choose a subset S ™ {1, 2, . . . , ·} and an integer r œ (≠2fl
Õ
, 2fl

Õ) random,
where flÕ is a secondary noise parameter used for the encryption algorithm and the message
to be encrypted is m œ {0, 1}. We define,

E(m) = m + 2r + 2
ÿ

iœS

xi mod x0, (3.1)

Decrypt: using the encrypted message and the private key, we get

m = D(E(m)) = (E(m) mod p) mod 2. (3.2)

We note that, if the noise r is su�ciently less than the secret key p, this scheme is
homomorphic in an additive and multiplicative way for arithmetic circuits.
1 <hhttps://github.com/coron/fhe>
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Trained Neural Network 
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Books  
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▪🖥 Connect HPC centers — Run federated experiments across nations. 
▪🔬 Advance AI for science — Train models using scientific data. 
▪🧠 Develop large-scale and multimodal models — Combine local expertise. 
▪🔄 Scale federated training — Scheduling, communication, and performance. 
▪🔐 Protect data and model updates — Develop secure aggregation. 
▪📊 Create shared benchmarks — Evaluate accuracy, scalability, and security. 
▪🤝 Build lasting research teams — Launch joint pilots, researcher exchanges, and 

training activities. 

▪From a community of HPC centers to a distributed ecosystem for scientific AI.
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Opportunities for International Cooperation
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Prof. Vladimir Voevodin in Nizhny Novgorod, 2024
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Большое Спасибо!
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